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Abstract In this article, a novel technique for user’s
authentication and verification using gait as a biometric
unobtrusive pattern is proposed. The method is based on a
two stages pipeline. First, a general activity recognition
classifier is personalized for an specific user using a small
sample of her/his walking pattern. As a result, the system is
much more selective with respect to the new walking
pattern. A second stage verifies whether the user is an
authorized one or not. This stage is defined as a one-class
classification problem. In order to solve this problem, a
four-layer architecture is built around the geometric con-
cept of convex hull. This architecture allows to improve
robustness to outliers, modeling non-convex shapes, and to
take into account temporal coherence information. Two
different scenarios are proposed as validation with two dif-
ferent wearable systems. First, a custom high-performance
wearable system is built and used in a free environment.
A second dataset is acquired from an Android-based
commercial device in a ‘wild’ scenario with rough terrains,
adversarial conditions, crowded places and obstacles.
Results on both systems and datasets are very promising,
reducing the verification error rates by an order of magni-
tude with respect to the state-of-the-art technologies.
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1 Introduction

Mobile devices are nowadays multi-functional wearable
computer systems. Their computational capabilities allow
their use as GPS localization systems, portable video game
systems or personal digital assistants. Their rapid accep-
tance in our modernized society is making these systems to
grow oriented to on line shopping and consumer applica-
tions. While now these devices manage information about
our position and the movements of the user, in the near
future, they will manage private and sensible information
such as our bank account and credit cards numbers. Pro-
tecting the device from illicit and inappropriate use needs
to be ensured while making the authentication task as
transparent to the user as possible. In this sense, unobtrusive
biometric measures become appropriate tools for verifying
user identity. Biometrics are currently available on mobile
devices. Modern smart phones and PDA have integrated
accelerometers able to detect changes in the orientation and
acceleration of the device and, consequently, of the person
wearing it.

Accelerometers have been widely accepted by the scien-
tific community due to their miniaturization, their low-power
requirement and for their capacity to provide data directly
related to motion. Many research works [1, 10, 13] use
accelerometers placed on the body for recognizing everyday
life activities or personal posture. In [10], authors give a
complete review about the state of the art of activity classi-
fication using data from one or more accelerometers. Rec-
ognizing physical activities has been also addressed under
practical and commercial perspective. In [9], authors
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summarize their experience in developing an automatic
physical activities recognition system and their results are of
very practical interest. Physical activity recognition repre-
sents the starting point to make biometric measurement
suitable to verify authorized users.

To the best of our knowledge, user verification by means
of accelerometer data has been rarely addressed. User
verification is usually measured in terms of the false
acceptance rate (FAR) and false rejection rate (FRR). FAR
measures the probability of an unauthorized user to be
confused with a legit user. On the other hand, FRR mea-
sures the probability of the system to misclassify an
authorized user as a non-authorized one. While the first
measurement concerns the robustness of the system to
intruders, the second measurement regards usability and
inconspicuousness of the system. In [17], a walking-based
authentication system has been integrated with fingerprints
data and voice recognition, ensuring in this way an high
degree of reliability. Walking-based authentication pro-
vides 0.14 of equal error rate between FRR and FAR with
little variations if the system is brought on the chest or on
the waist. In this work, data are acquired from an ad hoc
accelerometer-based system assembled for the experi-
ments. Even if in this work authors do not use a real mobile
phone, this represents the first work using walking bio-
metrics for user verification. Some efforts have been done
also in [5], where, using the accelerometer of an Android-
based mobile phone, walking data have been collected
from 51 testers walking for two runs in an interior corridor.
Authors report results of 0.2 of equal error rate. Results
obtained are encouraging but not persuasive to be imple-
mented in a mobile device for a reliable system. That work is
the first one where user verification has been done using an
everyday current mobile phone. A close notion to user ver-
ification concerns user identification — not necessarily needed
for authentication. In [8], a biometric user-authentication
system based on a person gait is proposed. Applying histo-
gram similarity and statistics about walking-cycle, authors
ensure 0.16 of identification error rate.

There seems to be a physiological justification to the
fact that persons can be distinguished on the base on their
walking style. In [3], authors state that there is inter-indi-
vidual variability in walking styles between persons par-
ticularly at moderate and fast velocity. They show that this
variability cannot be simply explained on the basis of the
different biomechanical characteristics of the subjects, but
that it depends on the different kinematic strategies. Sub-
jects differ in their ability to minimize energy oscillations
of their body segments and to transfer mechanical energy
between the trunk and the limbs. Individual characteristics
of the mechanical energy expenditure were correlated to
the corresponding kinematic characteristics. Accordingly
to this, in [16], using a GPS sensor, authors are able to
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capture basic gait parameters over a period of time of 5 s.
They observed a specific gait pattern for slow walking and
the walking patterns in free-living conditions exhibit low
intra-individual variability, but that there is substantial
variability between subjects.

In this work, a discriminative machine learning pipeline
for user verification with personalization is proposed. Dis-
criminant classifiers have proven to be extremely efficient
and powerful tools, even surpassing the performances of
generative machine learning techniques. Using this frame-
work, a two-stage process is defined. Starting from a general
physical activity classifier based on AdaBoost [7], trained
on a baseline training set, the system is personalized adding
data of walking activities of authorized users in order to
boost the classification performances for those users. Since
AdaBoost is an incremental classifier, this process is
extremely efficient because just further weak classifiers
need to be added to the original baseline classifier.

Based on this personalized system able to filter in its first
stage many walking activities of unauthorized users,
authorized users are also verified. Modeling the walking
activity of authorized users is considered a one-class
classification problem [15]. In one-class classification, the
boundary of a given dataset is found without any counter
examples. This is the case of user verification since one
cannot explicitly provide examples for modeling all pos-
sible non-authorized users. Thus, in a second stage, an
ensemble of one-class classifiers is created using the con-
cept of convex hull. A four-layer architecture is introduced
in order to provide the convex hull with improved features.
The inner most layer concerns a computationally efficient
way of building the convex hull in multiple dimensions.
Since the convex hull structure is very sensible to outliers,
the next layer concerns a robust way to ignore outliers and
defines the core distribution of the data. The third layer
extends the convex hull to model non-convex shapes using
a mixture model. Finally, the fourth and last layer considers
the temporal coherence of the accelerometer data stream to
improve the results.

This novel technique is validated in two different
environments with two different wearable systems. First, a
custom wearable system is built and used in a general
activity scenario. Second, a commercial mobile device is
used to verify users ‘in the wild” such as in rough terrains
or in adversarial conditions, in crowded places or with
obstacles. Results prove that the verification system per-
forms well on both verification accuracy and computational
cost points of view. Results obtained show that users can be
verified with high confidence, with very low false accep-
tance rate and false rejection rate, decreasing the best
results reported by an order of magnitude.

The proposed techniques, even being truly general, may
be used in many other applications besides the mere
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authentication task. Many applications can be found in the
fields of ambient intelligence and pervasive computing
where a system, like the one proposed in this paper, can
provide a continuous authentication mechanism and be
complemented by other further authentication mechanisms
able to provide very high and reliable performances in
critical situations. Consider, for instance, intelligent and
personalized settings of domestic and working environ-
ments. If a wearable sensor might be able to constantly
authenticate you, the smart home environment always
would provide you personalized services and attention
according to your needs. Analogously, at work, the intel-
ligent environment might provide a tracking of the to do
list of the day. Many others applications might be found in
health-care field, like geriatric environments or, even, in
the post-operative recovery of patients using clinical
monitoring devices such as holter-like equipment.

The article is structured as follows. Section 2 introduces
the general user verification system and describes the
details of the personalized action recognition and user
verification subsystems. Section 3 describes the experi-
ments and results for each subsystem using two wearable
devices: a custom wearable device and a commercial
mobile phone system. In Sect. 4, we discuss different
interesting questions regarding the verification process,
such as the influence of the non-convex mixture model or
the effect of the temporal ensemble. Finally, Sect. 5 con-
cludes the article.

2 User verification system

A two-stage pipeline is proposed for user verification with
personalization. The overall user verification system is
shown in Fig. 1. The first stage consists of a personalized
activity classifier. As a result of the first stage, only data
belonging to the class ‘walking’ is provided as input to the
user verification stage. This second stage is tuned to verify
the walking biometric parameters of an authorized user.

2.1 Personalized activity recognition subsystem
The underlying idea behind the personalization step in this

subsystem is to bias a general activity recognition classifier
toward the data of authorized users. Thus, a general activity

| Personalized User !
—{ Activity e =] Verification o
I Subsystem Subsystem 1

Fig. 1 Block diagram of the user verification system

recognition is trained to distinguish among different gen-
eral daily activities such as, walking, climbing stairs,
standing, working seated and interacting with the envi-
ronment (which includes vending machines, ATM or
talking with other users). This classifier is trained using
data from a general set of people performing these
activities.

The general activity classifier is based on a multi-class
extension of AdaBoost [7]. It receives as input the features
extracted from accelerometer data and it detects when
walking activities occur. AdaBoost is an efficient incre-
mental algorithm for supervised learning. AdaBoost boosts
the classification performance of a weak learner by com-
bining a collection of weak classification functions to form
a strong classifier with high performance. The algorithm
combines iteratively weak classifiers by taking into account
a weight distribution on the training samples such that
more weight is given to samples misclassified in previous
iterations. The final strong classifier is a weighted combi-
nation of weak classifiers followed by a threshold.

Table 1 shows the pseudo-code for AdaBoost. The algo-
rithm takes as input a training set (x1,y1), - . ., (Xm, ym) where
X is a N-dimensional feature vector, y, are the class labels
and D, (k) an uniform weights distribution over the training
examples. At the training step f, a weak classification
hypothesis 4, is selected with error €, > 0.5. The weight o,
correspondent to the current hypothesis #, is computed pro-
portional to the error ¢,;. Examples are weighted based on the
updated distribution proportional to the current hypothesis.
In this way, misclassified examples will have, in the next
step, more weight than well-classified examples. After
T rounds of training, the weak classifiers /, and ensemble
weights o, are used to assemble the final strong classifier.

The multi-class extension of AdaBoost is performed
using an Error Correcting Output Codes One-Vs-All [6]
technique.

For classifying activities, AdaBoost is previously trained
using a large amount of data from many subjects as a
general activity recognition classifier Hoginai(x). However,
when one applies this general classifier to a specific user,
since this user data have never been seen by the system, its
performance may be poor. For this reason, when the system
is given to an authorized user, a dataset X, from this user
is recorded. Due to the inherently incremental nature of
AdaBoost, it is possible to perform 7 runs of training using
a dataset and to follow the training process for T’ runs using
a new dataset. This feature becomes crucial in the per-
sonalization step of the proposed pipeline. In order to bias
the performance of the general classifier toward an autho-
rized user, the recorded data from this user X,,4, are used
for T' runs. This adds to the previous strong classifier 7'
new weak classifiers that takes into account the specific
biometric features of the authorized user and specializes on
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Table 1 AdaBoost Algorithm

- Given a training set (x1 , ¥1), ..., (X, Y), With x; € RY, e €Y={-1, +1};

- Initialize weights Dy(k) = Um, k =1, ..., m;

-Fort=1,..T

1. Train weak learner using distribution D,
2. Get weak hypothesis h;: X—{ —1, +1}

with error ¢ = Pri.p,[h(xr) # Yl

3. Choose &, = %ln(lz—f‘)

4. Update :

D[+l (k) _ D (k) exp(

= yihy (xx))

where Z, is a normalization factor chosen

so that D, will be a distribution.

- Output the final hypothesis

H(x) = sign(3 51 o hi(x))

them. Observe that, since our biometric verification system
from inertial data is based on the walking activity, only
data that the general classifier labels as ‘walking’ are used
for this specialization. As a result of this personalization,
we expect that the performance when classifying autho-
rized users walking activities will be enhanced for the
specific user and a big load of walking activity from other
users considerably filtered. Thus, this first classifier serves
two purposes. First, it filters walking activity from the rest
of usual daily activities. And second, due to the personal-
ization process, it filters many walking activities from non-
authorized users.

2.2 Verification subsystem

Once inertial data are selected and filtered by the person-
alized activity recognition system, the system must verify
if the walking data obtained belong to a registered user or
not. This task is done by the verification subsystem. Ver-
ification is sometimes confused with recognition. However,
while in recognition one has to chose among different
possible choices or classes, in verification one must just
decide if data belong to a given class. One may argue that
the verification task can be reduced to that of recognizing
the desired class versus the non-desired one. Although
there are some scenarios in which this is true, this reduction
does not hold in general. This is because a recognition
system needs to correctly model all the different choices in
order to achieve good results. However, the class non-
verified user cannot be effectively modeled since it would
require the knowledge of all possible users. For this reason,
probabilistic approaches that model the distribution of just
one class are usually used. If one follows this line of work,
the discriminative counterpart of the aforementioned
problem is called one-class classification and this is
focused on finding the boundaries of the desired class. One
of the most successful strategies and state-of-the-art in one-
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class classification is one-class Support Vector Machine
(SVM) [15]. However, training an SVM is computationally
expensive and it cannot be done efficiently in embedded
systems or mobile phones not only due to the computa-
tional complexity but also because it usually involves a
delicate parameter tuning step.

In this work, we follow the guidelines of one-class
classification strategies and propose a fast, efficient and
effective approach. At first glance, the method may seem
rather involved. Thus, in the following lines, we explain
the different parts of the system.

The verification system is structured in layers (see
Fig. 2). The inner most layer concerns the way of modeling
the one-class problem. The approach proposed is based on
the convex hull geometric structure. The convex hull of a
set of points is defined as the smaller polytope such that all
elements are enclosed in it. Additionally, for all pair of
elements inside the convex hull, any line segment that joins
them must be inside or belong to the convex hull. Observe
that the convex hull models the boundary of a set of points.
If this set of points belongs to the authorized user, the
process of verifying whether new data belong to an

Temporal Structure

Non-convexity

Convex Hull Creation

Fig. 2 Layer structure of the verification subsystem
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authorized user or not is reduced to the problem of
knowing if these data lie inside or outside the convex hull.
The use of the convex hull is theoretically justified in [2]
where authors state that, in binary classification, finding the
maximum margin between two classes is equivalent to
finding the closest points in the convex hull delimiting the
classes. Note that this is equivalent to use an SVM clas-
sifier if classes are linearly separable. In this work, we
propose the notion of convex hull for modeling one-class
problems which, to the best of our knowledge, has never
been done before.

The different layers created around this problem deal
with the concept of robustness and appropriateness of the
convex hull for modeling user data. The inner most layer
builds a convex hull efficiently. The second layer concerns
the robustness of the convex hull to outliers by means of a
bagging strategy. The third layer models the problem of the
convex hull to approximate non-convex shapes. Although
user walking data seems to be well defined by a convex
hull, if one looks at different runs of the same user, one
may observe that there is so much variability that makes
the problem much better fitted by non-convex polytopes.
Thus, one convex hull does not suffice. Finally, the last
layer considers the temporal coherence in the walking
signal of the user in order to reduce the verification error
rates. In the following subsections, the different algorithms
for tackling these problems are described in detail.

2.2.1 Layer I: initial convex hull

A one-class classifier ensemble has been trained using the
convex hull generated on a low-dimensional features space.
The underlying idea is shown in Fig. 3 where a scatter plot
of two features are reported. In this low-dimensional fea-
tures space, data related to each user are localized in a
specific region of the features space. Training the one-class
classifier means building the convex hull and defining the

region of the space where user data lie. When a new point
appears, if the point is inside the convex hull, then it rep-
resents a walking activity of the user.

The creation of the convex hull is computationally
intensive in general and requires O(N'9/21+1) where d is
the dimensionality of the data and N the number of data
examples. Even worse, the memory usage needed for
storing all data points that create the facets of the convex
hull may be arbitrarily high. Since this cost is prohibitive in
time and memory and we only need to check if a point lies
inside the convex hull, we may use a set of k two-dimen-
sional projections of the data, build the convex hull in the
two-dimensional case and check if there exist any projec-
tion in which the testing element is outside the projected
convex hull. If it does, then the point effectively lies out-
side the original d-dimensional convex hull. Figure 4
shows an example of a 3D convex hull, a test point outside
of the hull and three candidate projection planes. At the
bottom of the figure, we may observe that in two of those
projections the projected test data are outside the projected
convex hull. Table 2 describes the pseudo-algorithm for
creating the convex hull approximation and testing if a
point lies inside the hull.

This projection approach has different important com-
putational and storage advantages. On one hand, given a
training set of N examples, the computational cost of
building the convex hull in a bi-dimensional space is
O(NlogN). Let K be the number of examples that define
the convex hull — the set of examples of the dataset that
conform the facets of the polygon — then K < N and the
cost of testing if a data point lies inside or outside the
convex hull is O(K). Another worthwhile advantage of
computing the convex hull is that it can be built or updated
online — as new training data arrives — with cost O(log N)
[12]. Thus, if we use ¢ projections, the final computational
cost for building this approach is O(tNlog N) and the test
cost O(tK).

Fig. 3 User verification using a
convex hull as one-class
classifier
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Fig. 4 Layer 1: convex hull and
several projections. A point is
outside of the convex hull if and
only if there exist a projection in
which the point is outside of the
projected convex hull

Projection 1

Table 2 Approximate convex hull test building

—Train:
- Given a training set X € RM, where M is the number of features
1. For each pair of vectors (v;, v;) spanning the RM space
2. Project data into the selected subspace.

3. Compute the convex hull CHy; j; for the
projected dataset

Return: the set {CHy; j}
—Test:

- Given a point p € RY;

Vi j

- Given a set of convex hulls {CH;;;} Vi, j
1. For each convex hull in {CH{;,}

2. Project p into the subspace defined by vectors v;, v;.

3. Find the barycenter b of the polygon.

4. For each point ¢ of the convex hull.

5.1 c ¢ CHy;
6. return OUTSIDE

7. return INSIDE

2.2.2 Layer 2: Robust convex hull

A question that needs to be addressed when using a convex
hull is its robustness with respect to outliers. Convex hulls
are very sensitive to outliers and outliers can heavily
influence the performance of the verification process. If we
assume that data from accelerometers are noisy and can
contain outliers, the resulting convex hull will not represent
user data accurately. In order to reduce the influence of
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Projection 2 Projection 3

outliers, we propose to use a bagged set of convex
hulls. Bagging [4] is a machine learning ensemble meta-
algorithm that improves classification models in terms of
stability and classification accuracy. It reduces variance
and helps to avoid overfitting.

Given a training set X € RM of size N, bagging generates
I new training sets X; of size N by sampling examples from
X uniformly with replacement. Then, / models (convex hulls)
are trained using the examples of each subsampled training
set X} and combined by majority voting.

In the scatter plot shown in Fig. 3, described in the
previous section, the result of building three convex hulls
on different subsampled sets is shown. The result of this
process reduce the influence of the elements on the
boundary of each convex hull and better defines the core
set of examples of the training set.

2.2.3 Layer 3: mixture of convex hulls

As we argue before, data from different walking runs of
one user can be very different and not necessarily be well
represented by a convex shape. In order to overcome this
drawback, a mixture of convex hulls is built in this stage
(see Table 3). The mixture begins with one convex hull. As
data are recorded, the performance of this convex hull is
checked. If data are well represented by the current model,
there is no need to change anything. But if a stream of data
is not correctly represented by the model, a new convex
hull is created and added to the user profile model
(Table 3).
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Table 3 Mixture of convex hulls algorithm

—Train:
- Given a training source that produces streams of data X; € RM;

- Given a layer-2 convex hull creation function such that
CH = fen(x);

- Given a user model M formed by layer-2 convex hulls and a test
function #,(x);

1. While not end of training
2. If tpm(Xi) <t %% t: Performance measure
3. M = MUfeu(X;)
Return: M

2.2.4 Layer 4: temporally coherent convex hulls

The final step is to take into account the temporal coher-
ence of each stream of user data. The assumption in this
layer is that in a given temporal window, the user of the
device does not change, and thus, considering the full
length of the window, he/she must be either an authorized
or an unauthorized user. Thus, we propose a simple
majority voting on a temporal window of walking data.
That is, given a sequential training set X = {x,x2,...,xy},
a sliding window of size ¢ is used on the predictions of the
layer-3 convex hull y of those examples. As a result, given
a sequence of predictions, the final decision is achieved by

);l' = majo”itY{yi—nyi—zHa .. 'ayi}~

3 Experiments and results

In this section, an exhaustive validation of the verification
system is provided. The section is divided in three parts:
first, we comment the features computed from the accel-
erometer data. These features are common in both sce-
narios described in the following subsections. The next two
subsections are devoted to the validation of the personal-
ized activity recognition subsystem and the validation of
the user verification subsystem. In each subsection,
experimental settings, validation protocols, data acquisition
conditions and systems as well as the results for each
subsystem are described.

3.1 Feature computation

Measures related to the variations of the oscillations in the
acceleration waveform of the tri-axial accelerometer have
been computed as follows:

— difference between pairs of consecutive peaks;
— difference between the value of consecutive upper-side
peaks;

— difference between the value of consecutive lower-side
peaks.

The first quantity provides important informations about
the variation of the intensities in the acceleration during an
activity. The second and third features provide informa-
tions about the shape of the waveform. A further time
series has been obtained computing the derivative of
acceleration data. The derivative of acceleration, called
Jerk [14], represents the rate of change of the force acting
on a body. From this new signal, the same features have
been extracted.

Using those measures, the oscillatory movements
typical of different activities and, at the same time,
typical of the interpersonal differences are taken into
account. On one side, the mean value of those quantities,
computed for both acceleration and jerk, is used for
activity classification, yielding an eighteen-dimensional
feature vector. The three measures previously exposed
are computed for both acceleration and jerk time series
on each of the three acceleration axis provided by the
tri-axial accelerometer yielding a total of 18 different
measurements. On the other hand, for verification pur-
poses, the standard deviation of these quantities is com-
puted and stored into a different eighteen-dimensional
feature vector.

3.2 Personalized activity recognition results
3.2.1 Experimental settings and validation protocols

3.2.1.1 Data acquisition system A custom wearable
system has been designed for multi-sensors data acqui-
sition and processing. The core of the system is the
BeagleBoard, a low-power, low-cost single-board com-
puter with a Linux embedded operating system compiled
ad hoc for the board. The system acquires audio and
video by mean of a cheap web-cam and motion data by
means of a accelerometer transmitting data over a blue-
tooth connection. The system can be easily brought in
one hand or worn in a little bag around the waist. The
sensors can be placed all in the same part of the body or
localized in different parts. For these specific experi-
ments, sensors have been localized on the chest. Accel-
erometer data are sampled at 52 Hz with a resolution
of +4 g.

Figure 5 shows the system disassembled on a table,
showing its components.

Data have been collected from ten volunteers, three
women and seven men with age between 27 and 35. Given
the small form factor of the device, users were able to per-
form activities in the environment they selected in complete
autonomy and for a minimum time of 5 min. In this way, the
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Fig. 5 The wearable system BeaStreamer-0.1

laboratory setting limitation is fully overpassed and a total
amount of 7 h and 11 min has been collected. In the fol-
lowing, the list of activities performed with the time amount
of data collected is shown:

— climbing stairs: 60 min

— walking: 103 min

— interacting with environment: 120 min
— standing: 54 min

— working at computer: 90 min

Ground truth is provided automatically by the system
that labels activities with a sequential number providing the
duration of the activity performed, too. When the users
perform one of the defined activities, they just need to press
the power button of the system and the acquisition process
starts automatically. They can stop the acquisition process
pressing again the start button. In this way, we free the
users from the tedious task of labeling activities and taking
care of annotating the duration of each activity. We just ask
users to annotate the sequential order in which they per-
form the activities.

In the preprocessing stage, data have been smoothed
with a moving average smoothing filter. For activity
classification, data have been discretized using a sliding
window technique using temporal windows of 2 s.

3.2.1.2 Performance measurements  Accuracy, precision
and recall have been chosen as classification performance
measures. The quantities are defined in Egs. 1-3 in terms
of the elements of the confusion matrix C. An element
C(i, j) of the confusion matrix accounts for the number of
examples of class j classified as class i. Thus, a confusion
matrix where C(i,i) # 0 and C(i, j) = 0, i # j shows a
perfect classification results.
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C(la l) + Zl#i,m#i C(l7 m)

Accuracy; = - (1
Zi,j C(i,J) )
. Cli, i)
Precision; = ————~/— (2)
Zj;éi C(Jv Z)
Recall; = (i) 3)

2.2 CiJ)

3.2.1.3 Validation protocol In order to obtain perfor-
mance measurements, the general activity classifier has
been trained and validated using a Leave-One-User-Out
(LOUO) cross-validation algorithm. In LOUO, each sub-
ject is used once for testing on a classifier trained on the
rest of users. This process is repeated for each user, and
the performance measurements are computed.

In order to validate the personalized version of the
activity classifier, a modification in the LOUO protocol has
been used. Since the algorithm needs a small set of data
from the user to be verified for the classifier personalization
step, we use a mixed validation approach of N-fold cross-
validation and leave-one-user-out cross-validation. In this
protocol, data belonging to each user is randomly split in
N equal size, non-overlapping subsets, namely folds. This
folded version of LOUO iterates over both subjects and
folds. In this way, all the examples of all the subjects are
used exactly once for testing.

3.2.2 Experimental results

Using the LOUO cross-validation and experimental set-
tings described in the former section, the general activity
recognition system performances are shown in Table 4.
All the activities are classified with good performances.
Observe that walking is the activity having the best overall
performances for all the metrics taken into account. This
effect is expected since the features extracted are specifi-
cally designed to capture subtleties in the walking pattern.
The effect of personalization is shown in the following
figures. Accuracy, precision and recall for the baseline
classifier and personalized classifier are shown in Fig. 6.

Table 4 Classification performances for general activity classifier

Accuracy (%) Precision (%) Recall (%)

Climbing stairs ~ 94.26 £ 2.1 99.6 £ 0.25 88.82 £ 4.1
Standing 72.53 £ 4.7 96.57 + 1.3 46.68 + 10
Talking 84.96 £+ 6.4 94.01 £ 3.1 74.6 £ 12.5
Walking 97.65 £ 2.2 9798 £ 1.3 9728 £33
Working 87.1 £53 94.77 £ 2.1 78.6 £11.3
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Black bars represent performances obtained testing the
baseline classifier on the subject, gray bars represent per-
formances obtained testing the personalized classifier on
the user and white bars represent performances obtained

testing the personalized classifier on all the other subjects.
Personalization ensures that the performances of the clas-
sifier are drastically reduced for all the subjects except for
the user.
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3.3 User verification subsystem results
3.3.1 Experimental settings and validation protocols

3.3.1.1 Data acquisition system  The validation of this
subsystem has been performed using two different acqui-
sition systems and conditions. First, the same acquisition
system and data as in the validation of the personalized
activity recognition subsystem are used. However, in order
to have a more complete experimental section, we created
an additional database using a different acquisition system
with different experimental settings using an Android-
based mobile phone.

Acceleration data from walking activities have been
acquired using a Google Nexus One mobile phone with
operating system Android 2.2. Android-based mobile
phones have an open Application Program Interface that
allows programming the phone and accessing the sensors
present in it. In this way, it is possible to read and save
accelerometer data. Every sensor in the Android platform
has an listener associated that delivers data when a change
in its value happen. The delivery rate can be set to different
frequency but this value is just an hint to the system.
Events may be received faster or slower than the specified
rate. In the setting for the experiments, accelerometer has
been sampled with a timestamp of approximatively 33 ms,
using the mobile phone in normal mode, with all the net-
work connections active.

Data have been collected from 20 testers with ages
between 25 and 35, 15 men and 5 women. Testers perform
seven different runs of walking, for a total of 140 different
walking runs. Testers were free to perform all the runs as
they like. The mobile phone has been put in the jacket
pocket on the chest. The acceleration axis are concordant to
the specification of the Android platform and, in our set-
ting, the Z axis refers to the direction concordant to the
movement. The walking activity is performed in indoor,
outdoor and urban environment. The walking scenarios are
described in the following:

— 1: Indoor corridor;

— 2: Outdoor street uphill and downhill;

— 3: Crowded flat urban street;

— 4: Free flat urban street;

— 5: Mixed scenario: Passing through doors from urban
environment to indoor environment with people;

— 6: Mixed scenario: Semi-Indoor corridor with up and

down ramps;

7: Walking in a garden with rough floor.

In all scenarios, data have been discretized using sliding
temporal windows of 5s, with 25% of overlapping
between windows.

@ Springer

3.3.1.2 Performance measurements False Rejection
Rate (FRR) and False Acceptance Rate (FAR) have been
chosen as performance measures for verification. The FRR
is defined as the percentage of identification instances in
which false rejection occurs or the percentage of how many
times an authorized user is not well verified. FAR is a
measure of the likelihood that the system will wrongly
accept an unauthorized user.

3.3.1.3 Validation protocol In order to validate the
verification subsystem, we use a 10-Fold cross-validation
strategy. Since we are in front of a one-class problem,
data from only one user are used for training purposes.
Thus, we use onefold of a user for training purposes and
the rest of the data of that user and all data from all other
subjects for testing. This process is repeated for each fold
and user.

3.3.2 Experimental results

3.3.2.1 Custom wearable system results A layer-4 veri-
fication system is used in a temporal frame of 55 s—the
verification result is achieved after 55 s observing user
data. In the discussion section, more details on the per-
formance when varying this temporal frame will be given.

Figure 7a, b picture the box plot showing the distribu-
tion of the cross-validation results for each user for both
values FAR and FRR, respectively. Observing the FAR
box plot, most users achieve a FAR value below 1072 with
the exception of two outliers. This same effect can be seen
in the FRR plot, with most users with FRR values below
5-1073. The final ensemble achieves a FRR mean value of
0.0072 £ 0.0025 and a FAR mean value 0.03 &+ 0.07.
Observe that in this scenario, the rejection of an authorized
user is smaller than the acceptance of an intruder. This
means that the system may block an authorized user with
very small probability. This feature is important for
usability purposes, since we want the system to be as
unobtrusive as possible.

3.3.2.2 Android-based system results  The results in a
wilder scenario are evaluated using data collected with the
Android-based mobile phone with the same temporal
frame. In Fig. 8a, b FAR and FRR distributions for each
subject are shown in box plots. Observe that for the great
majority of users FAR is below 5-107*. There is one
pathological example in which its FAR is over 1072, The
false rejection rate is a little worse but the majority of users
FRR is below 2-1072. The average FAR obtained is
0.0011 +£ 0.0023, and the average FRR is 0.020 + 0.0352.
In this scenario, the user is very well discriminated from
the rest of users but its acceptance is lower.
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4 Discussion

In this section, we discuss several important issues con-
cerning the results obtained.

4.1 Concerning the discriminability of the walking
activity

In Fig. 9, acceleration data related to five everyday life
activities are shown. Activities refer to walking, climbing
stairs, standing, working seated and interacting with the
environment. In the figure, the pattern arising from a
walking activity is clear. Climbing stairs shows a similar
pattern to walking. However, the walking regularity pattern
is not present, even if some common components between
the two activities can be noted. The rest of activities differ
significantly from the previous ones specially in the
waveform and the acceleration intensities involved. Small
differences in the variation of the acceleration can dis-
criminate between the rest of the three activities.

In Fig. 10a, walking activities for five different users are
shown.

The mean value of the time series depends on the
position of the sensor and it represents the rotation of the
accelerometer around the correspondent axis. The pattern
related to the walking activity is clear, but its shape
depends on the subject. This pattern is representative of
the walking-cycle, i.e., the step that a person performs
after moving both legs. Systems like pedometers or step-
counters are based on the information provided by this
walking-cycle. The walking-cycle duration depends on
the velocity of walking. Inside the cycle, the swinging
movement characterizes the difference between subjects.
However, in some cases, it seems difficult to find a
walking-cycle, as for instance, in subject 4. In every
case, the shape of the time series and its variations seem
to be characteristic of the subject. This observation is
empirically corroborated by the results in Table 4.
Moreover, these results seem to suggest that the rest of
activities display a less characterizing pattern for the user
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Fig. 8 Layer-4 convex hull
results using temporal
coherence frames 55 s in a wild
scenario. a False acceptance
rate and b false rejection rate

Fig. 9 Accelerometer data of
five activities
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Fig. 10 Accelerometer data of 1
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which is probably due to a randomness associated with
the activity definition.

4.2 With respect to personalization in the general
activity recognition subsystem

After the personalization of the general activity recogni-
tion, the system is much more selective with respect to the
new walking pattern. This effect reduces the performance
of the activity classifier for the rest of the subjects and
filters out part of the walking patterns from other users
while keeping the discrimination performance for the
desired user. At first glance, this effect could be surprising
since one expects the performance for the verified user to
increase. However, observe that the classification ratios are
very high. Thus, even if the system further improves its
verification rate the performance difference would still be
small. By reducing the performance for all users except for
the authorized one, this performance difference increases.
This effect filters out non-walking patterns for all users.
The reduction in precision for walking patterns of non-
authorized users makes the system to filter many of them
out. And the reduction in recall makes the system accept
more non-walking patterns as walking ones for the rest of
users. Hopefully and effectively, the second verification
stage, which is finely tuned to user walking pattern, rejects
these last ones.

4.3 Concerning users walking variability and the effect
of the layer-3 convex hull algorithm

Most of state-of-the-art methods use a very small number
of runs from the users in the dataset when performing

walking activity. Even worse, these runs are usually per-
formed in very controlled conditions with little terrain
variability. This severely under-represents users walking
variability and makes the task of user verification much
more simple. For this reason, in this article, we try to
provide results using data acquired ‘in the wild’ such as in
rough terrains or in adversarial conditions, in crowded
places or with obstacles. This feature is important because
the variability of the walking pattern for one user can be
very high. In Fig. 11, a scatter plot of Feature 1 versus
Feature 2 computed from the acceleration time series are
shown. Features data points are relative to the same subject
but they belong to two different walking paths. Although
clusters are close, it is clear that using just one walking run
is not enough for modeling users walking activity.

In our algorithm, layer-3 convex hull uses the mixture of
hulls in order to better represent the user’s walking pattern.
Given a data set in a temporal frame of an authorized user,
if this set is not well represented, a new model—Ilayer-2
convex hull—is added to the user walking profile. Fig-
ure 12 shows the effect of adding up to six models to the
user’s profile on the false acceptance and false rejection
ratios. These empirical results reinforce the intuition and
claim stated in the former lines about the unsuitability of
using one or two runs for verification purposes.

Observe that FRR is very high while the FAR is nearly
zero at the first step. This confirms that the first model does
not represent very well the diversity of the walking data of
one user. As new data are observed and new models are
added, the FRR drastically reduces and FAR is barely
affected. The final results achieved after the construction of
the layer-3 one-class verification system are average FAR
is 0.01604 and the average FRR is 0.3.
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Fig. 11 Scatter plot of feature 1
versus feature 2 showing
separation between walking
runs in two different paths on
the same subject
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If we observe the distribution of FAR and FRR over all
users in Fig. 13, one observes that the worst-case scenario
for FAR is below 0.15 with six users over 0.05. If we
consider FRR, the majority of the results are below 0.2.

The former results were reported on an adversarial
scenario and acquisition conditions. If we consider the case
of the custom wearable device using a dedicated sensor
working on high resolution with data adequately sampled,
the same results change considerably. In Fig. 14a, b, FAR
and FRR obtained with a layer-3 convex hull algorithm
with the custom wearable device are reported. Observe that
in this in-vitro scenario, the system rejects a legitimate user
with value 0.006 &+ 0.006 and accepts a non-authorized
user with 0.058 £ 0.048.

4.4 Temporal coherence and the effect of the layer-4
convex hull algorithm

The final result of the verification system is greatly

improved if one takes into account temporal coherence of
the data sequence. Figure 15 shows FAR and FRR as time
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Number of Training Rounds

window increases. The value in the abscissa shows how
many consecutive examples of the sequence are used in the
majority voting ensemble.

Using the Android-based system, 0.0001 of FAR is
reached just after 55 s and 0.003 of FRR is reached after
150 s. This fact means that, in less than 1 min, no intruders
are allowed in the system and, in less than 2 min, the system
has a very low probability to be wrong about the authorized
user. Observe that both FAR and FRR are greatly reduced as
more examples are taken into account in both systems. If we
consider the results reported in the former section before the
time ensemble (Fig. 13) and the final results in Fig. 8, we
observe a decrement of an order of magnitude in FAR and
FRR in the results ‘in the wild’ and a reduction of half of
those values in the custom scenario.

4.5 Discussion concerning the state-of-the-art
verification strategies

In the following lines, we summarize the results and con-
ditions for the most relevant state-of-the-art works. In
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Vildjiounaite et al. [17], experiments with voice, gait and
fingerprint data have shown that in most cases FAR is
around 0.01 and FRR is around 0.03. However, these
results are the composite of three verification systems. If
we focus on the accelerometer verification, they report an
EER of 0.137. Note also that the data set is created walking
along a 20 m corridor. In Mintyjdrvi et al. [11], 36 test
subject for recognition walked with fast, normal and slow
walking speeds in two sessions wearing the accelerometer
device on their belt, at back. The best equal error rate
EER = 0.07 was achieved with a signal correlation method
on two runs of 20 m per walking speed. Derawi et al. [5]
used a commercially available mobile device. The system
was evaluated having 51 volunteers and resulted in an
equal error rate of 0.20 with the system attached to the belt
with two runs for each user in in vitro conditions (about
37 m down the hall on flat carpet). Finally, Gafurov et al.
[8] attached the wearable system to the hip of 22 subjects
performing six rounds of walking at normal speed on a flat
floor. They report EER of 0.16.

Observing the former works, the general state-of-the-art
verification rate is around 0.1 of equal error rate, which

means that a decrement on one of the two parameters, FAR
or FRR, worsens the value for the other. Observe that using
our custom system, the reported values for FRR and FAR
are 0.007 and 0.03 which is far smaller than the best error
rates reported in literature. Note that the EER is between
those values. However, EER is simple to obtain if the
system is parameterizable with just one parameter. In our
case, different parameters would results in many different
decision error trade-off curves. Thus, we choose to report
the most honest results from the cross-validation tuning of
the parameters. Using the Android-based wearable device
in the ‘wild’ scenario, we achieve values of FAR and FRR
of 0.0001 and 0.003, respectively. Again, in this scenario,
the results are far better than the best reported, but in a hard
and adversarial scenario with several obstacles.

5 Conclusions
In this article, a novel personalized technique for user

authentication and verification using gait as a biometric
unobtrusive pattern is proposed. The method is based on a
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Fig. 14 Results obtained using (a) —
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two stages pipeline. First, an activity recognition classifier
is able to distinguish the walking pattern of any user with
respect to four other usual activities. This classifier is
personalized for a specific user using a small sample of her/
his walking pattern. As a result, the system is much more
selective with respect to the new walking pattern. This
effect reduces the performance of the activity classifier for
the rest of the subjects. This effectively filters out part of
the walking patterns from other users while keeping the
discrimination performance for the desired user.

A second stage verifies whether the user is an authorized
user or not. This stage is defined as a one-class classification
problem. In order to solve this problem, a four-layer archi-
tecture is built around the geometric concept of convex hull.
Each layer covers different needs. The first layer concerns
computational complexity and storage requirements. The
second layer improves convex hull performance by adding
robustness to noise and outliers by means of a bagging
ensemble procedure. The third layer allows the use of mul-
tiple convex hulls for modeling non-convex shapes. Finally,
the fourth layer takes into account temporal coherence to
boost the results of the verification system.

@ Springer

Two different scenarios are proposed as validation with
two different wearable systems. A custom high-perfor-
mance wearable system is built and used in a free envi-
ronment. Using this system, a data set of ten users is
gathered during several days, recording five usual activi-
ties: walking, climbing stairs, standing, interacting with the
environment and working seated. A second dataset is
acquired from an Android-based commercial device. In this
last experiment, twenty subjects freely perform seven runs
in a ‘wild’ scenario with rough terrains, adversarial con-
ditions, in crowded places and with obstacles.

Results on both systems and datasets are FRR = 0.0072
and FAR = 0.03 for the custom system, and FRR = 0.003
and FAR = 0.0001 for the commercial system. These
results are very encouraging and, to the best of our
knowledge, improve the verification rates from gait pat-
terns compared with state-of-the-art techniques.

All the results are obtained setting the accelerometer
sensor in the upper torso of a person. In near future, we
plan on extending the system for handling data acquired
from the sensor located at different parts of the body.
Another interesting problem arises when the number of
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Fig. 15 FAR and FRR
evolution as the temporal
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authorized users increase in the system. A general verifi-
cation system considering just authorized users patterns is
not feasible, since FAR will undoubtedly increase due to
the fact that there is more feature space considered as
authorized. An effective way of handling this problem is to
create and automatically select user profiles.

Acknowledgments This work is partially supported by a research
grant from projects TIN2009-14404-C02, La Marato de TV3 082131
and CONSOLIDER (CSD2007-00018).

References

1. Bao L, Intille SS (2004) Activity recognition from user-annotated
acceleration data. In: Pervasive. Springer, Berlin, pp 1-17
Bennett KP, Bredensteiner EJ (2000) Duality and geometry in
svm classifiers. In: Proceedings of the seventeenth international
conference on machine learning, ICML *00. Morgan Kaufmann
Publishers Inc, San Francisco, pp 57-64

2.

10.

13 15 17 19

Ensemble Dimension

21 23 25 27 29 3

— False Rejection Rate
False Acceptance Rate

15 17 19 23 25 27 29 3

Ensemble Dimension

21

. Bianchi L, Angelini D, Lacquaniti F (1998) Individual charac-

teristics of human walking mechanics. Pfliigers Archiv Eur J
Physiol 436:343-356

. Breiman L (1996) Bagging predictors. Mach Learn 24:123-140
. Derawi MO, Nickel C, Bours P, Busch C (2010) Unobtrusive

user-authentication on mobile phones using biometric gait
recognition

. Dietterich TG, Bakiri G (1991) Error-correcting output codes: a

general method for improving multiclass inductive learning
programs. In: Proceedings of AAAI-91, AAAI Press, Anaheim,
pp 572-577

. Freund Y, Schapire RE (1999) A short introduction to boosting
. Gafurov D, Snekkenes E, Buvarp T (2006) Robustness of biometric

gait authentication against impersonation attack. In: Meersman R,
Tari Z, Herrero P (eds) On the move to meaningful internet systems
2006: OTM 2006 workshops, lecture notes in computer science,
vol 4277. Springer, Berlin/Heidelberg, pp 479-488

. Lester J, Choudhury T, Borriello G (2006) A practical approach

to recognizing physical activities. In: Proceedings of pervasive,
pp 1-16

Mannini A, Sabatini AM (2010) Machine learning methods for
classifying human physical activity from on-body accelerome-
ters. Sensors 10(2):1154-1175

@ Springer



Pers Ubiquit Comput

11.

12.

13.

Mintyjarvi J, Lindholm M, Vildjiounaite E, marja Mékeld S,
Ailisto H (2005) Identifying users of portable devices from gait
pattern with accelerometers. In: IEEE international conference on
acoustics, speech, and signal processing

Preparata FP, Shamos MI (1985) Computational geometry: an
introduction. Springer, New York

Ravi N, Nikhil D, Mysore P, Littman ML (2005) Activity rec-
ognition from accelerometer data. In: Proceedings of the seven-
teenth conference on innovative applications of artificial
intelligence (IAAI). AAAI Press, California, pp 1541-1546

@ Springer

14.

15.

16.

17.

Sprott JC (2003) Chaos and time-series analysis. Oxford Uni-
versity Press, Oxford

Tax DMIJ, Juszczak P (2002) Kernel whitening for one-class
classification

Terrier P, Schutz Y (2003) Variability of gait patterns during
unconstrained walking assessed by satellite positioning (GPS).
Eur J Appl Physiol 90(5-6):554-561

Vildjiounaite E, Makela SM, Lindholm M, Kyllonen V, Ailisto H
(2007) Increasing security of mobile devices by decreasing user
effort in verification. IEEE Comput Soc 80



	Personalization and user verification in wearable systems using biometric walking patterns
	Abstract
	Introduction
	User verification system
	Personalized activity recognition subsystem
	Verification subsystem
	Layer 1: initial convex hull
	Layer 2: Robust convex hull
	Layer 3: mixture of convex hulls
	Layer 4: temporally coherent convex hulls


	Experiments and results
	Feature computation
	Personalized activity recognition results
	Experimental settings and validation protocols
	Data acquisition system
	Performance measurements
	Validation protocol

	Experimental results

	User verification subsystem results
	Experimental settings and validation protocols
	Data acquisition system
	Performance measurements
	Validation protocol

	Experimental results
	Custom wearable system results
	Android-based system results



	Discussion
	Concerning the discriminability of the walking activity
	With respect to personalization in the general activity recognition subsystem
	Concerning users walking variability and the effect of the layer-3 convex hull algorithm
	Temporal coherence and the effect of the layer-4 convex hull algorithm
	Discussion concerning the state-of-the-art verification strategies

	Conclusions
	Acknowledgments
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


